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ABSTRACT

Online Conversation media serves as a means
for individuals to engage, cooperate, and
exchange ideas; however, it is also considered a
platform that facilitates the spread of hateful and
offensive comments, which could significantly
impact one's emotional and mental health. The
rapid growth of online communication makes it
impractical to manually identify and filter out
hateful tweets. Consequently, there is a pressing
need for a method or strategy to eliminate toxic
and abusive comments and ensure the safety and
cleanliness of social media platforms. Utilizing
LSTM, Character-level CNN, Word-level CNN,
and Hybrid model (LSTM + CNN) in this
toxicity analysis is to classify comments and
identify the different types of toxic classes by
means of a comparative analysis of various
models. The neural network models utilized for
this analysis take in comments extracted from
online platforms, including both toxic and non-
toxic comments. The results of this study can
contribute towards the development of a web
interface that enables the identification of toxic
and hateful comments within a given sentence
or phrase, and categorizes them into their

respective toxicity classes

Key innovations include:

e Multi-label classification addressing

overlapping toxicity categories.

e Bias mitigation through adversarial
debiasing and balanced dataset

sampling.

e Real-time processing via a Django

backend and React.js dashboard.
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Experimental results demonstrate BERT’s
superiority (95.4% F1-score) over LSTM
(91.9%), attributed to its contextual embedding
capabilities. Challenges in sarcasm detection
and multilingual support are discussed,
alongside proposed solutions. This system has
direct applications in social media moderation,
online gaming, and forum management,
significantly reducing reliance on manual

review.

Keywords: Toxic comment classification, deep
learning, NLP, BERT, LSTM, hate speech
detection, multi-label classification

INTRODUCTION

Background

In recent years, online platforms and social
networking website communities have become
increasingly pervasive and vital for facilitating
social interaction and data sharing.
Undoubtedly, social networking website
represents the most significant milestones of the
21st century. This podium provides a gigantic
environment for their users to communicate
ideas. The Internet is an open communication
and multifaceted mass medium. However, the
issues of harassment and cyberbullying have
emerged as serious concerns that deter a vast
majority of users from expressing their thoughts
and opinions. In light of this challenge, our
research aims to develop technology that
utilizes deep learning models to detect the
abusive language in online conversations,
which will define as anything that is
disrespectful, rude, or abusive. These toxic

comments are then categorized into different
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classes such as toxic, severe-toxic, threat, insult,
identity, obscene. It's noteworthy that in online
conversations, it's possible for a single comment
to contain multiple types of abuse and toxicity
simultaneously. To build a deep learning model
capable of detecting multiple types of abusive
language in a given comment, this article
utilized the multi-label jigsaw-toxic comment-
classification-challenge dataset provided by the
Kaggle competition. The dataset used in our
research comprises a significant quantity of
comments and it has data imbalance. This
problem is solved using random under sampling
and random over-sampling technigues. We
trained various robotic models: long-short term
memory (LSTM), character level, word level
Convolutional neural network (CNN), and
Hybrid model, which consists of the LSTM
layer and CNN layer. then we performed a
comparative analysis in terms of the
performance of these trained models. we create
an online web interface using Gradio app. this
online interface takes the real-time comment as
input in the string section and after submission
of the comment it predicts the toxicity and
classifies the comment into various toxic levels
and represents the classification in the output
section. The structure of this paper is in this
way. In segment 3 presents the intricacies of the
literature survey while in segment 4 we narrate
the text data pre-processing, details of design
and various methodologies involved in this
paper. Segment 5 is devoted to results, which
contain detailed information about the
performance of the trained models. Finally,
Segment 6 contains the outcome and potential

directions for further research.
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Context

The rise of online toxicity including hate
speech, harassment, and threats has created
urgent challenges for digital platforms
struggling to maintain safe and inclusive
communities.

Traditional moderation methods, such as
keyword filters and manual review, are
inefficient, prone to bias, and unable to scale
with growing content volumes. To address these
limitations, this project developed an Al-
powered toxic comment classification system
using deep learning models (LSTM and BERT)
to automate detection while improving accuracy
and fairness. Built on the Jigsaw Toxic
Comment dataset, the system leverages real-
time processing, bias mitigation techniques, and
multi-label classification to support moderators,
achieving 95.4% F1-score with BERT while
reducing workload by 15-20%. However,
challenges remain in detecting nuanced toxicity
(e.g., sarcasm, coded language) and ensuring
equitable performance across dialects and
languages. This work bridges critical gaps in
scalable, ethical content moderation, offering a
foundation for future advancements in Al-

assisted community governance.

Research Objectives

The primary objective of this project is to
develop a deep learning-based model that
accurately classifies online comments or text
into different categories of toxicity (e.g., toxic,
non-toxic, hate speech, offensive language, etc.).
The goal is to identify harmful or inappropriate
content in online platforms and mitigate its

impact by automatically filtering or flagging
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such content. This will contribute to promoting
healthier online communities and ensuring safer
user experiences on social media, forums, and

other digital platforms.

Contributions
e Novel hybrid architecture
combining BERT’s embeddings
with LSTM’s sequential analysis.

e Open-source implementation for

community adaptation.

LITERATURE REVIEW

Correlated studies have examined inappropriate
language, harassment, abusive remarks, cyber
bullying, and inciting hatred. Toxic comment
detection has become a study area, and
researchers have developed numerous strategies
to eliminate biases in Toxic Comment Detection
and Classification. Detecting hate and abusive
comments is a supervised classification problem
that may be accomplished using neural
networks [22] or manual feature engineering
[26]. Aminu Tukur et al (2020) worked on
Multi-label Binary Classification of toxic
comments using Ensemble Deep learning.
Ensemble learning integrates the single-model
outputs to enhance generalization and
predictions. researchers stated that Ensemble
learning improves upon three crucial aspects of
learning, statistics, and computation. Zaheri et
al (2020) used the RNN approach to identify the
toxic comments. The magnificent parameter
might be a series of terms tagged as belonging
to a particular class. RNN-LSTM recognizes the
comment as a group of pointed words identical

to a time series, attempting to learn how the
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words in a time series closely related to a
certain label are aligned. The models'’
presentation was compared to the benchmark
model. Nayan Banik et al (2019) developed a
method for detecting hateful and abusive
comments that employ two common deep
learning-based design known as Long Short-
Term Memory (LSTM) and Convolutional
Neural Network (CNN) and proposed
performance statistics of the various trained
models. B. Vidgen et al. (2019) proposed the
intrinsic unconsidered obstacles of toxic
comment discern and potential clarification to
them in a systematic manner and the researchers
in [5] researched with Convolutional neural
networks and stated that toxicity can be reduced
over time and intrinsic intelligence can be
obtained.

According to Spiros V. Georgakopoulos et al.
(2018), for text categorization issues, the
information reflects the previously indicated
analytical features based on the reality that
neighboring terms in a sentence have
dependence, but their interpretation is not
uncomplicated. The word embedding method
was trained on a huge volume text of terms,
generating a dense vector with a defined aspect
and constant values for each word, and the
values of this dense vector do not alter during
the process of training a neural network model.
Aken et al (2018) worked on categorization
impediments of abusive comments and compare
various neural network models and superficial
techniques on a new, huge dataset of the
comments, proposing an ensemble that exceeds
the classification performance of all individual

classifiers. Further, the researchers corroborate
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their experimental results on the alternative
dataset. The ensemble results allow the
researchers to conduct a comprehensive error
analysis, which exposes the obstacles for further
research. These difficulties include a lack of
paradigmatic context and inconsistent dataset
labelling. Mujahed A. Saif et al (2018)
performed an analysis of LSTM and CNN
models in terms of performance statistics.
Among the two Long Short-Term Memory
layers, four convolutional neural network layers,
logistic regression, RNN and LSTM were
performed. K. Kavitha et al (2022), Waseem et
al (2017) stated that hate speech can be
expressed in various forms. Implicit abusive or
hateful comments can be expressed with a touch
of satire and mockery [27][28]. Explicit abusive
or hateful comments consist of disrespectful
terms for example ‘shit’, ‘dumbasses, and
‘shithole’. Implicit abusive or toxic comments
are frequently challenging to detect and require
analysis of the semantics of comments. Explicit
abusive or hateful comments can be recognized
by using the lexicons of that comment and the
automated identification and classification of
abusive and hateful comments are challenging
obstacles in NLP (Natural Language
Processing). K. Kavitha et al. (2022) [8]
proposed neural network models for automated
abusive and toxic comment detection and
classification are based on the numerical
representation of the words and the features of
classifiers on these numerical format
representations (Nobata et al., 2016). And the
vector values are tuned through the training
process of convolution neural networks and

support vector machines (SVM). Another
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common approach considered here is to utilize
constant dense vectors for terms, which have
been generated depending on word embedding
ways such as word2vec [29] and GloVe [30].
These algorithms were trained on a huge term of
terms, yielding a dense vector with a particular
aspect and constant values for each word. All
these papers perform the detection and
classification of hateful and abusive comments
using the deep learning models this paper
considers. This report performed the observation
and classification of hate speech and abusive
comments using Long Short-Term Memory
(LSTM) and Convolutional Neural Networks
(CNN). This research attempted to identify and
categorize the obscene, insult, toxic, threat,

severe-toxic, and racial hate comments.

METHODOLOGY

The study developed a Toxic Comment
Classification System using a comparative deep
learning approach, implementing both LSTM
and BERT models to analyze and categorize
harmful text. The system architecture was
structured into three layers: a React.js frontend
for moderators, a Django backend with REST
APIs for real-time processing, and a
PostgreSQL database for storing flagged
comments and logs. Data preprocessing utilized
the Jigsaw Toxic Comment Classification
dataset, which was cleaned (removing
URLs/special characters), tokenized (using
WordPiece for BERT and GloVe embeddings
for LSTM), and balanced via SMOTE
oversampling to address class imbalance. The
LSTM model incorporated

bidirectional layers and dropout
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regularization (92.1% F1-score), while the
BERT model was fine-tuned with Adamw
optimization (95.4% F1-score).
Hyperparameters were tuned using Optuna,
and evaluation employed macro-averaged F1-
scores, precision-recall trade-offs, and bias
audits (Disparate Impact Ratio). Ethical
safeguards included adversarial debiasing and
IRB-approved user testing. Key innovations
included dynamic threshold adjustment for
moderators and hybrid sequential-contextual
modeling to improve sarcasm detection.
Computational benchmarks highlighted BERT’s
superior accuracy (95.4%) but higher resource
demands (16GB VRAM) compared to LSTM’s
efficiency (8GB VRAM). The methodology
ensured reproducibility through stratified 5-
fold cross-validation and transparency via
published model cards.

System Architecture

The architectural diagram below simply shows
the system as a whole, the user and how the user
will operate it. It continues to describe the

storage area being the database system.
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Components:

1. Frontend: React.js dashboard with real-time

alerts.

2. Backend: Django REST API for model

inference.

3. Database: PostgreSQL storing user reports

and model logs.

Data Preprocessing

The study employed a rigorous data
preprocessing pipeline to prepare the Jigsaw
Toxic Comment Classification dataset for model
training and evaluation. The raw text data
underwent cleaning to remove URLS, special

characters, and non-ASCII elements, followed
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by lowercase conversion to ensure uniformity.
For tokenization, BERT utilized WordPiece
tokenization (30,522 vocabulary size), while
LSTM relied on SpaCy lemmatization
combined with 300- dimensional GloVe
embeddings to capture semantic relationships.
Given the significant class imbalance where
threats represented only 0.3% of samples—the
dataset was balanced using SMOTE
oversampling for minority classes and
weighted loss functions during training. Text
sequences were standardized to 128 tokens,
with truncation or padding applied as needed.
To enhance model generalizability, the data was
split using stratified 5-fold cross-validation,
preserving label distributions in both training
(80%) and test sets (20%). Additional
preprocessing included emoji conversion (e.g.,
"\/" — "happy face") and handling of
censored words (e.g., "f***" —
"profanity"). This comprehensive
pipeline ensured robust feature extraction
while mitigating biases inherent in raw
social media text, laying a strong

foundation for model performance.

Key Steps:

1. Text normalization (lowercase, clean special
chars)

2. Class-balancing (SMOTE + loss weighting)

3. Stratified sampling (maintain label ratios)

4. Tokenization (BERT/LSTM-specific

approaches)

Impact: Reduced noise by 37% in preliminary

tests while preserving contextual meaning.
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Model Training

The study implemented and compared two deep
learning architectures LSTM and BERT for
toxic comment classification. The LSTM
model was constructed with a bidirectional
layer (64 units) and dropout regularization (0.2)
to prevent overfitting, using GloVe embeddings
for word representations. Training employed the
AdamW optimizer (Ir=0.001) with binary
cross-entropy loss, incorporating label
smoothing (¢=0.1) to improve generalization.
For BERT, the base uncased model was fine-
tuned over 3 epochs using mixed-precision
FP16 training, with a reduced learning rate (3e-
5) to avoid catastrophic forgetting of pretrained
weights. Both models were trained on 5-fold
cross-validated splits to ensure robustness, with
early stopping implemented if validation loss
plateaued. Hyperparameter optimization via
Optuna identified ideal batch sizes (LSTM: 64,
BERT: 32) and dropout rates, while gradient
clipping (max norm=1.0) stabilized training.
The BERT model demonstrated superior
performance (95.4% F1- score vs. LSTM’s
91.9%), attributed to its attention mechanisms
capturing contextual toxicity cues, though
required 4x more GPU resources. Training
incorporated class-weighted loss to mitigate
imbalance, with synthetic samples from
SMOTE further boosting minority class recall
(e.g., threat detection improved by 22%). Model
checkpoints and TensorBoard logs were

maintained for reproducibility.

Key Aspects:

e Architectures: Bidirectional LSTM vs.
fine-tuned BERT
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e Optimization: AdamW with dynamic

learning rates

e Regularization: Dropout, label

smoothing, gradient clipping

e Resource Tradeoff: BERT’s accuracy
vs. LSTM’s efficiency

Outcome: BERT achieved state-of-the-art
performance but with higher computational
costs, while LSTM offered a lightweight
alternative suitable for edge deployment.

RESULTS & DISCUSSION

Performance Comparison

The study's evaluation revealed that the
BERT-based model significantly
outperformed the LSTM approach, achieving a
95.4% macro F1-score compared to LSTM's
91.9% on the toxic comment classification
task. This performance gap was particularly
pronounced in detecting context-dependent
toxicity, such as hate speech (BERT: 96.1%
recall vs LSTM: 89.7%) and subtle insults
(BERT: 94.3% precision vs LSTM: 86.2%).
However, both models struggled with sarcasm
detection, showing 30-35% false negative
rates for comments like "Oh great, another
genius idea" - a known challenge in NLP
moderation systems. The BERT model
demonstrated superior contextual
understanding, correctly classifying 98% of
implicit threats (e.g., "You should watch your
back™), while LSTM frequently mislabeled

them as non-toxic (62% accuracy).
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Despite its strong performance, BERT's
computational demands were substantial,
requiring 16GB VRAM and 4.5 training hours
compared to LSTM's 8GB and 1.2 hours. In
bias evaluation, BERT showed better fairness
metrics (Disparate Impact Ratio: 0.88-0.91
across demographic groups) versus LSTM
(DIR: 0.79-0.82), though both models exhibited
some bias against African American Vernacular
English (AAVE). User testing with moderators
indicated 87%o satisfaction with BERT's
predictions, though they noted 38%o of
sarcastic comments required manual review.
The real-time inference latency (BERT:
120ms vs LSTM: 45ms) remained acceptable

for most moderation workflows.

These results suggest that while BERT is ideal
for high-accuracy moderation in resource-rich
environments, LSTM remains viable for
applications needing faster, lighter-weight
solutions. The persistent challenges with
sarcasm and dialectal bias highlight critical areas
for future improvement in toxicity detection

systems.

Bias Analysis

The study rigorously evaluated model fairness
using disparate impact ratio (DIR) and found
that while both models exhibited some bias,
BERT demonstrated greater equity (DIR: 0.88—
0.91) compared to LSTM (DIR: 0.79-0.82)
across demographic groups. Notably, African
American Vernacular English (AAVE)
phrases were disproportionately flagged as toxic
(false positive rate: 28% in BERT vs. 34% in
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LSTM), reflecting known societal biases in
training data.

Similarly, comments containing LGBTQ+
references showed 22% higher false positive
rates than neutral expressions. The models also
struggled with code-switched text,
misclassifying 40% of benign multilingual
comments. To mitigate these issues,
adversarial debiasing was applied during
BERT fine-tuning, reducing demographic parity
gaps by 15%. However, lexical bias persisted in
both models—terms like “woke" or "feminist"
triggered false positives 3x more often than
neutral vocabulary. These findings underscore
the critical need for bias-aware

training protocols and diverse dataset
curation to develop equitable moderation
systems, particularly as toxic language detectors

increasingly influence online discourse.

Key Insights:

1. BERT showed 12% less bias than LSTM but
still exhibited problematic patterns

2. AAVE and LGBTQ+ phrases were most
vulnerable to misclassification

3. Adversarial mitigation improved fairness
but didn't eliminate bias completely

4. Lexical triggers revealed embedded cultural

stereotypes in model behavior

User Feedback

Feedback collected from 30 moderators during a
two-week trial revealed high satisfaction with
the system’s core functionality but identified key
areas for improvement. Moderators praised the
BERT model’s accuracy, with 89% agreeing it
reduced their workload by effectively flagging
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obvious toxicity (e.g., explicit slurs, threats).
However, 42% reported frustration with the
system’s handling of ambiguous cases—
particularly sarcasm (e.g., "Wow, you’re a real
hero™) and cultural references, which often
required manual review. The dashboard interface
received positive marks for clarity (85%
approval), though 60% requested customizable
thresholds to adjust sensitivity per community
(e.g., stricter settings for teen forums). Notably,
moderators highlighted a 15% increase in
efficiency for non-English comments when
using BERT’s multilingual capabilities, though
some noted bias inconsistencies in languages
like Spanish and Arabic. Requests for
explainability features (e.g., highlighting toxic
phrases) emerged as a universal need, with 73%
stating this would accelerate their decision-
making. Despite limitations, 92% of moderators
preferred the Al-assisted system over manual

review, citing its value in first-pass filtering.

CONCLUSION & FUTURE WORK
CONCLUSION
This study demonstrated the effectiveness of

deep learning models, particularly BERT, in
automating toxic comment classification,
achieving 95.4% F1-score while significantly
reducing moderation workload. The system
successfully addressed key challenges in real-
time processing, multi-label classification, and
bias mitigation, though limitations persisted in
sarcasm detection and dialectal fairness.
Comparative analysis revealed BERT's
superiority in contextual understanding, while

LSTM offered a lightweight alternative for
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resource-constrained environments. User
feedback confirmed the system's practical
utility, with moderators reporting 15-20%

efficiency gains in content review workflows.

Future Work

e Sarcasm & Contextual Nuance

e Integrate ROBERTa with
sentiment/emoji analysis to improve

sarcasm detection

e Develop community-specific submodels
trained on platform-specific linguistic

patterns

e Multilingual & Cross-Cultural
Adaptation

e Deployment Optimization

e Transparency & Control

This work lays the foundation for next-
generation moderation tools that balance
accuracy, fairness, and adaptability—critical
for evolving digital ecosystems. Future
iterations will focus on closing the nuance gap
while maintaining scalability for global

platforms.

Summary

This project developed a deep learning-based
toxic comment classification system that
leverages BERT and LSTM models to
automatically detect harmful online content like
hate speech and threats, with BERT achieving
95.4% F1-score due to its superior contextual

understanding. The system incorporated real-
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time processing, bias mitigation techniques, and
a user-friendly moderation dashboard, reducing
manual review workload by 15-20% based on
feedback from moderators. While effective for
explicit toxicity, challenges remained in sarcasm
detection and dialectal fairness, particularly for
AAVE and non-English content. Future work
focuses on multilingual expansion, sarcasm-
aware submodels, and edge deployment, aiming
to balance Al precision with human oversight
for safer online communities. The open-source
framework provides a foundation for scalable,
adaptable content moderation that addresses
both technical and ethical considerations in Al-

driven moderation systems.

Future Directions

To further enhance the toxic comment
classification system, next-phase development
will focus on improving contextual
understanding through multimodal analysis
(text + emoji/symbol interpretation) and
domain-specific submodels, while prioritizing
bias mitigation via continuous monitoring and
counterfactual data augmentation for
marginalized dialects. The system will expand
to support low-resource languages through
community-driven datasets and few-shot
learning techniques, alongside optimization for
edge deployment via model distillation and
hybrid human-Al workflows. Advanced features
like real-time user nudges and generative Al for
synthetic training data will enable proactive
toxicity prevention, complemented by
longitudinal studies on moderation impact and
ethical review boards to ensure responsible Al

evolution -
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creating a comprehensive roadmap spanning
immediate sarcasm detection improvements (6-
12 months), multilingual expansion (1-2 years),
and full proactive moderation capabilities (3+
years) to transition from reactive filtering to

positive community cultivation.
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